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Summary. The purpose of this article is to go over various types of fraudulent actions that can be dangerous for
merchants who sell their products and services online.The article describes efficient and common ways to avoid suspicious
transactions, and identify fraudulent ones as well as ways to avoid certain most common fraud attempts.
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Context. Recent development of the technology has significantly reduced the distance in both geography
and time between economic actors and increased efficiency of resource sharing. The share of e-commerce
in total U.S. retail sales in the second quarter of 2022 was 14.5 percent, up from the previous quarter. Retail
e-commerce sales in the United States reached nearly 258 billion US dollars from April to June 2022, the
highest quarterly revenue in history. [1] The downside of economic growth is that we are seeing a significant
increase in fraudulent activity. Furthermore, the increase in online sales and purchases as a result of the
COVID-19 crisis opened up a new window of opportunity for fraudsters. The pandemic has had a negative
impact on e-commerce fraud, according to a 2021 survey, with three-quarters of online merchants worldwide
reporting a net increase in fraud attempts since the outbreak began. The industry suffered 20 billion US dollars
in losses due to online payment fraud that year as a result of security breaches. As a result, the market for
e-commerce fraud detection and prevention is expected to more than double between 2021 and 2025, reaching
70 billion US dollars. [2]

The term fraud is viewed by Cambridge dictionary as the crime of getting money by deceiving people,
e.g. credit-card fraud. Anti-fraud professionals and researchers frequently rely on a concept known as the
«fraud triangle» to predict the conditions that lead to a high risk of fraud. Steve Albrecht coined the term to
model conditions that lead to a higher risk of fraud, based on criminological research by Edwin Sutherland and
Donald R. Cressey.

The fraud triangle states that individuals are motivated to commit fraud when three elements come together:

1. Opportunity, e.g., internal control system flaws.

2. Motivation, e.g., financial difficulty.

3. Rationalization, e.g., increased economic insecurity. [3]

However, in the case of the topic of this article, it makes more sense to review specific fraud type: e-commerce
fraud. The term «e-commerce fraud» may seem obvious, but in reality, it covers the tactics used by fraudsters
to target e-commerce sellers.

But before going into fraud, let’s see how online payments work: how money goes from a client to the
business and how banks support these payments.

Each online transaction involves multiple significant players:

1. Cardholder: the individual who makes use of a credit or debit card.

2. Merchant: the owner of a business that takes credit cards.
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Graph 1. The key players in online payments

3. Acquirer: the financial institution that accepts card payments on behalf of the merchant and sends them to
the issuing bank via the card networks. Acquirers may also collaborate with a third party to assist with payment
processing.

4. Card Networks: Visa, Mastercard, and other card networks serve as the link between all of these players.
They exchange transaction data, transfer transaction funds, and calculate the underlying costs of card transactions.

5. Issuing bank: the financial institution that offers banking or transaction service and, on behalf of the card
networks, issues payment cards (such as credit, debit, or prepaid cards) to consumers or companies.

When the buyer does not approve the charge, the payment is labeled fraudulent. For example, if a fraudster
makes a purchase on the merchant’s website with a stolen card number that hasn’t been reported, the payment may
be successful. The cardholder would then file a chargeback with their bank if they discovered the unauthorized
use of the card. While merchant can challenge the chargeback by providing evidence that the payment was
legal, if it was a fraudulent transaction, the cardholder will win. If the merchant loses a dispute, they may be
required to pay more than the original transaction amount. Fraud frequently results in chargeback fees (the cost
of the bank reversing the card payment), higher network expenses due to disputes, higher operating costs due to
examining charges or contesting disputes. [12]

Types of eCommerce Fraud.

The nature of e-commerce offers scammers many opportunities to target e-commerce suppliers and merchants.
Let’s review few most common types of e-commerce fraud.

1. Return fraud. Return fraud is the practice of bringing goods to a retailer that are not eligible for a return,
thereby robbing the retailer. While some instances of return fraud turn out to be the result of a customer’s honest
error, the overall number of cases of return fraud involving malevolent intent is on the rise. [4]Because of the
flood of returns merchants face after any major holiday in the US, this is a top priority for online retailers this.
Unfortunately, 10.6% of those returns are fraudulent, a figure that is rising faster than e-commerce sales. [5]

2. Card Testing Fraud. Card testing fraud occurs when a fraudster obtains one or more credit card numbers
illegally. Typically, fraudsters obtain these numbers by directly stealing them or purchasing them from specific
parts of the internet. Small transactions are made to verify each card number’s validity before larger purchases
are made. This way, the fraudster may do it covertly and find out which cards are legitimate. Determining credit
card limitations also involves smaller transactions. Fraudsters can begin making larger purchases after initial
testing. By the time many merchants realize they’ve been a victim of card testing fraud, the fraudster has most
likely made several large purchases.

3. Interception fraud. The fraudster uses a stolen credit card to purchase goods from your eCommerce
website but avoids certain checks by providing legitimate, matching shipping and billing addresses. The goal
after placing the order is to intercept the package before it reaches the address provided.

Fraudsters can use one of three methods to accomplish this:

e Contact the shipping company directly to reroute the package to a destination of their choosing.

e They can simply steal the package from the drop off location if they know the victim and live nearby.

e (Contact merchant’s company’s customer service representative to change the shipping address before the
item is ready to ship.

4. Chargeback Fraud. Chargeback fraud occurs when a customer purchases a product or service without
first contacting their credit card company to cancel the transaction, resulting in a “chargeback.” Chargeback
fraud is a fascinating case because it can occur when a legitimate purchase is not recognized by the customer.
This type of case is commonly referred to as “friendly fraud.” However, friendly fraud is no less damaging to
eCommerce merchants. It can still be detrimental to both the business and the customer relationship.
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Fraudsters commit chargeback fraud to obtain free items with the knowledge that the purchase will be
refunded to their credit card. Chargebacks lead to variety of losses: chargeback fees, lost items, shipping costs,
penalties and administrative expenses, and bank penalties.

5. Phishing / Account takeover fraud (ATO)

Fraudsters can gain access to customer accounts through a variety of means. Purchasing stolen passwords
and security codes, obtaining customer information from the internet, and implementing phishing schemes are
just a few of the tactics available to a scammer. Once the account has been hijacked, fraudsters can do whatever
they want, including:

e (Changing Account Information

e Buying things

e Withdrawal of funds (if this functionality is present)

e Accessing the user’s other accounts.

Account takeover is an Identity theft kind of fraud. Customers who have experienced account takeover fraud
may never trust the provider again, and any customer relationship will be tarnished, if not destroyed. As a result,
account takeover fraud is one of the most damaging types of eCommerce fraud. [5]Cybercriminals who commit
account takeover get access to another person’s internet account by using their login information. Cybercrime,
including as account takeovers, has greatly expanded since the COVID-19 outbreak. [7]

Here’s some statistical data about phishing: 23.6 percent of global phishing attempts targeted financial
institutions in the first quarter of 2022. Furthermore, web-based software services and webmail accounted for
20.5 percent of all attacks, making these two industries the most targeted for phishing during the quarter under
investigation. [10]

6. Refund fraud

Refund fraud occurs when a fraudster purchases a product or service with a stolen credit card and then has
the purchase refunded to their credit card. One of the most common strategies is to inform the merchant that the
refund must be processed on a new credit card because the old one has been closed.

Dealing with refund fraud is stressful for eCommerce merchants. It can be difficult to distinguish between
legitimate and fraudulent claims, putting your relationship with your customers at risk. [5]

Fraud prevention techniques.

As we can see from various ways of fraud types protection against e-commerce fraud is critical for firms
moving ahead. Here are several tactics and best practices for preventing e-commerce fraud.

1. E-commerce merchants should do regular, consistent site checks.

Conducting site checks might assist merchant in identifying security flaws before scammers can. Online
retailers should go through the checklist below and take the following precautions:

— Maintain a valid SSL certificate and run malware scans on a regular basis.

Backup your online store frequently.
— Create strong passwords for all password-protected accounts.
Encrypt all communications between the store and its customers. [8]

2. PCI compliance is required for merchants who run an online store with credit card payments
enabled.

PCI is an abbreviation for Payment Card Industry. The PCI Security Standards Council develops and
manages PCI compliance standards to protect the security of credit card transactions in the payments sector.
PCI compliance implies that an online store and business procedures adhere to the PCI requirements. This
compliance is often provided by SaaS-based ecommerce shops, such as Shopify, Bigcommerce and others.

3. Merchants should monitor pament activity on their online shops.

To capture shoplifters, brick-and-mortar shops use fraud prevention personnel. Merchants can safeguard an
online business from fraudulent purchases by keeping an eye out for unusual activities. It is also recommended
checking payment accounts accounts and transactions for red flags such as contradictory billing and shipping
information, as well as clients’ actual location. Merchants need to track their client’s IP addresses to get notified
about any addresses from known fraudster hotspots. [9]

4. Card Verification Value Number must be activated for each website purchase.

Card Verification Value, or CVV for short, is a three-digit code found on the back of all Visa, MasterCard,
and Discover credit cards. This code might be useful for retailers looking to crack down on fraudsters using
stolen cards to purchase products or services. Because the code is on the back of the card, needing this number
for all purchases implies that the user will need to have the physical card on hand.
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5. Address Verification Services (AVS) should be used by merchants.

Many credit card providers provide an Address Verification Service to assist in comparing the address
provided to the merchant with the bank’s address on file. After the bank has completed this verification, an
AVS code is provided to the merchant. These codes might indicate a variety of differences between the address
given and the one on file. Merchants may better understand whether to accept, reject, or flag a transaction for
suspected fraud by carefully studying these transactions and assessing the inconsistencies.

Naturally, internet fraud prevention has become more sophisticated. While rules engines formerly dominated
the industry, machine learning now supplements most systems by adding speed and brilliance at recognizing
patterns to a fraud system’s efforts. This has allowed for more decisions to be automated and made more
swiftly. Diverse providers of data enrichment for various types of data have emerged, although considering that
a number of them have been purchased by larger firms in recent years, it will be fascinating to observe how this
industry evolves. [10]

Comparison of Payment Gateways on risk scores, revealed to their clients.

Obviously it’s hard for regular small and medium business owners to keep up with the technology and deep
dive into machine learning. Therefore it’s recommended to use payment service providers that have built-in
services that provide a wide range of capabilities to track and manage fraud attempts, mark-false positive cases
and monitor the payment activity on the website.

Let’s review risk scores of several popular payment providers, available for usage in the United States, for
online credit/debit card processing.

Risk score is a machine learning metric, that allows to rate the transaction
and make appropriate steps to protect the business against fraud

Ne Risk Score Stripe [13] Square[14] Adyen [15], [16]

1 Billing address does not match cardholder Yes Yes Yes
address

2 Card/bank account holder name contains a non- Yes Yes Yes
alphabetic character

3 Liability shift status Yes Yes Yes

4 Authorized transaction amount Yes Yes Yes

5 Shopper IP Yes Yes Yes

6 Shopper address Yes Yes Yes

7 Early fraud notifications Yes N/A Yes

1. Billing address does not match cardholder address — the Address Verification System (AVS) is a safety
mechanism that checks the billing address supplied by the shopper to the cardholder address on file with the
issuer.

2. Card/bank account holder name contains a non-alphabetic character — in the cardholder name box,
fraudsters will occasionally enter strange characters. This rule is not activated by alphabetical characters in
Roman, Hebrew, Cyrillic, or Chinese.

3. Liability shift status — when the obligation for chargebacks shifts from the merchant to the issuing
bank, this is referred to as a liability shift. This occurs after the transaction has been validated by 3D Secure.
The rule can be configured to activate exclusively for 3D Secure transactions or for all e-commerce credit card
transactions.

4. Authorized transaction amount — fraudsters often are trying to purchase expensive items from
e-commerce websites, in order to gain maximum value. This feature allows to indicate and to notify the merchant,
when such an occasion happens, to avoid future issues.

5. Shopper IP — the billing address distance represents the risk associated with the distance between the
billing address and the transaction’s IP geolocation. A higher risk score for billing address distance implies that
the transaction’s IP geolocation is far from the billing address given by the client. If merchants see a higher
billing address distance, they should investigate whether the client is using an anonymizer or another type of
proxy that conceals their true location from IP geolocation. Merchants should also assess whether the consumer
looks to be traveling, and whether it is usual for the merchant’s company to have purchases made from areas that
aren’t very close to the billing address.

6. Shopper Address — a higher shipping address risk score might suggest that the provider has detected
suspicious behavior linked with this shipping address throughout its machine learning network, or that the
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address does not appear to be real for other reasons. If a retailer notices a higher delivery address risk score, they
may want to investigate if the consumer misspelled their address or made an evident blunder. The merchant can
also use a mapping program to verify the location, check the customer’s order history, or determine if there is a
history of fraudulent transactions with this address.

7. Early fraud notifications — card networks such as Visa TC40 and Mastercard SAFE (System to Avoid
Fraud Effectively) have specific reports to inform payment providers of fraud activities. Providers are not
obligated legally to pass this information to merchants, however it can give benefits for merchants to know
about such events. Merchants suggested for the following actions:

— Actively evaluate such kind of notifications and offer refunds if needed (to avoid a chargeback).

— Cancel the order.

Adyen passes information about TC-40 and SAFE to their merchants, and call it notification of fraud. [16]
Stripe does it as well, and calls this notification — early fraud warning. [17] Square does not expose publicly if
TC-40 and SAFE protocols are used to notify their customers.

Pricing is the same for all 3 providers in the United States, and cost 2.9% + $0.3 per transaction. However
for Square Risk Manager tool, merchant should pay additional $0.60 per transaction. [14]

Unfortunately, both brick-and-mortar retailers and e-commerce firms will face fraud in the future. People
will always try to benefit from fraudulent transactions, whether they use stolen credit cards or any other form
of illicit activities. This makes it more critical than ever to have best practices in place to combat fraudsters.
Following listed above fraud prevention tactics, and use SaaS platforms that allow integration with payment
providers with risk prevention tools, merchant can protect their businesses from fraudulent attempts and losses.
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M. ITupx. Memoou 3anoficannsa waxpaicmey 0 MePUanmie OHAAIH KOMePUil, 3 BUKOPUCMAHHAM NOKA3HUKIE
pu3uKy mpanzaxyii. — Cmamms.

Anomayin. Y cmammi aHanizyemvcs munu waxpaicmeda 6 OHIAUH KOMMepYii ma mMemoou ix 3anobicanus wisiom
BUKOPUCTANHS NOKA3HUKIE PUSUKY, WO HAOGHT NAAMIJICHUMU NPOBATIOEPAMU.

Knrwuosi cnosa: waxpaiicmeo, SaaS, ynpaeninua pusukamu, 3ano0ieaHHs waxpaicmaey, eleKmpoHHA Komepyis,
oyinxa puszuxy, TC-40, SAFE, nocmayaneHuky naamijcHux nociye, OPysiCHE ulaxpaicmaeo.
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MOCHWJIEHHSI BPEHY ATPOKOMITAHIM
HJIAXOM BUKOPUCTAHHSA IHTEPHET-MAPKETHUHI'Y

Anomauia. Memoro cmammi € ananiz cy4acHo2o Cmauy ynpasiinHs iHmepHem-uapKemunzom cepeo azpaHux nio-
npuemcma. Y cmammi npoananizoeanuil pieeHb SUKOPUCMANHS IHMEPHem CMOPIHOK NPOGIOHUX acpoKomMnauin Yxpainu,
BUBHAYEHI e(heKMUGHT NPUKIAOU BUKOPUCIMAHHS OAHO20 THCTNPYMEHTY Md NPO8e0eHO AHAN3 BNIUGY BUKOPUCTHANHS IHmep-
Hem-MapKemuH2y Ha pieHb (DIHAHCO8UX NOKAZHUKIE. 3p0ONeHO GUCHOBKU MA NOCOHAHUL AHALI3 PEeHMABEIbHOCMI Nio-
NPUEMCMEA Y NOPIGHSHHI 3 DiGHEM eeKmMUBHO20 3ACMOCY8ANHS IHMepHem-MapKemun2y. Busnayeno, wo 0as yeniunozo
NPOCYBAHHA HA 306HIUWUHIX PUHKAX 3 Memoio Ni08ueHHs 00CA2i8 ekcnopmy 6axcano ukiaoamu ingpopmayilo cmocoeHo
azponpooyKyii wiiaxom nob6y0osu pisHux 8e0pecypcis 3 NPUCBOEHHAM YKPATHCOKO20 Md 3aKOPOOHHO20 OOMEHI8.

Knrouoei cnoea: bpenoune, inmeprem-wapkemune, azponionpuemMcmed, Mapkemune, penmaoenbHicms, npudymKosichb.

Uepe3 ckiIagHy COMIaTbHO-TIONITHYHY CHUTYAIlilo, SIKa CKJIajacs B KpaiHi, arpomianpHeMCTBa 3iTKHYIUCS
3 HEMMOBIPHUMH €KOHOMIYHUMHU TTpobaeMamMu. PyliHyBaHHS pHHKOBHX 3aB’SI3KiB Ta iHOA1 BiACYTHICTh MOKITUBO-
CTi IPOBOINTH HAJIATOKeHY 30yTOBY MOIITHKY BIMAarae BiJl IiAPHEMCTB MOCUIICHHS CyYaCHUX METO/[IB BIUTHBY
Ha PUHOK. 3 YaciB MaHAeMii 3HAYHUHA BiJICOTOK TOPTOBEIHLHUX BiTHOCHH IIEPEHIIIIO 10 iIHTEHEP-TIPOCTOPY, 301ITh-
IITAJIACh JIOBipa IO OHJIAWH-3aKYIIiBENh, IO B CBOIO 4epry (hopMye TapHi YMOBH I PO3BUTKY iHTEpHET-MapKe-
TUHTY. TakoX, BaXXJIMBUM Oy/ie 3ayBakHTH, IO MTATPHEMCTBA K 3aiIMalOTHCS MOCHIICHHSAM CBOTO OPEHITy OTpH-
MYIOTh O€3J1iu TiepeBar, y MOPIBHAHHI 3 MIAIPUEMCTBAMH, SIKI HE 3aiMalOThCS MUTAHHAM OpeHmy. [omoBHUMEI
repeBaraMy MOJKHA 3a3HAYUTH 301IIBIIIEHHS JIOSIBHOCT] KITI€HTIB Ta TIOCHIJICHHS IOBIpY cepesl CTIOKHBadiB.

3a nanumu xypHaiay Min®in [4, ct 1] cranom Ha 2020 pik moHan 50% xommaHili He 3MOTIIN OIIHUTH CBOI
ROML. ITix ROMI po3ymitoTs MOBepHEHHS BiJf MApKETHHTOBHUX BKJIQJIeHb. |HIIMMH CITOBaMH, KOXHA Apyra
KOMIIaHisl He TIPEACTABIISE, KA [iHA KITIEHTA, SKUH MPUHAIIOB 3 PI3HUX peKIaMHUX xepel. Lle ayxe BaxmuBuit
MMOKa3HHK, a/Ke caMme BiH MOXKE BIJOOpa3UTH YU MOXKIIMBO MacmTabyBaTh MisUTbHICTE mianpuemMcTBa. Ha cbo-
TOIHI CepeHil BiICOTOK, IO BUTPAYAETHCS HA MAPKETHHT Cepell arpapiiB KoauBaeThes Bix 8% mo 19%.

3a maHvMy 3acHOBHUKA arcHIlii «Pemapkerunr Yikpaina» FOpist OCTpoBCHKOTO CTaTHUCTHKA TI0 arpapHOMY CEKTOPi
nokazye 450 Tuc. 3amuTiB Ha MicsITh, 110 Ha 29% Oinbine, Hibk y 2019 porti. [Ipu 1ipoMy gacTKa 3ammuTiB, 10 HajCHIIA-
€TBHCS 3 MOOUTBHUX TIPHCTPOIB, 3pocia 110 38%. CepemHs BapTICTh «KJTiKa, TOOTO CIIBBIIHOIICHHS 3aTpar Ha OaHepHy
peKIIaMy 10 KiJTbKOCTI TIEpEXOIiB Uepe3 NaHuii OaHep Ha CaiT, CTAHOBUTH 2 TPH, a CEPEIHS BapTiCTh KOHTAKTY 3 KITI€H-
TOM 32 KOHTaKT IIPUHAMaBCA IEeperisi] KOpUCTyBadeM CTOPiHKH «KoHTakTv» Ha caifTi mprommsHo 50 rpH.

KomruiekcHe BUKOpHUCTaHHS IHTEPHET-MapKeTHHTY TIOBUHHO B IEpIIy 4epry (OoKycyBaTH yBary Ha Ipocy-
BaHHI IHTEPHET CalTy. [HTEpHET CTOPIHKM BUKOHYIOTH ONIHY 13 HAMBaXKIHMBIMNX (YHKIIH — PO3MOBCIOIKEHHS
iH(popMariii mpo KOMIaHiIo.

Ha croromnimmmii eHs moHeCeHHS iHGOpMAITii 10 CIIOKHBaya 3aiiMae MPIOPUTETHE MiCII€ CEPeT IAHOK Map-
KETHHTY.
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